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Opposing Views in Information Sharing 
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Big Data Analytics vs. Privacy-preservation 

Research communities cancel out their contributions 

More data, 
more information, more 

knowledge, more security, 
more business opportunities,  

more prosperity 

Less data, 
less information, less surveillance, less 
discrimination, more freedom/justice, 

more social cohesion, 
more prosperity  

Fragmentation, polarization,  
deceived citizens, social injustice,   
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Agent i 
e.g. 30 mins data for a year 
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Privacy-preservation 

Accuracy in data analytics 

Average local error 
vs.  

Global error 

07.12.2015 

Summarization Entropy 
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Summarization Example 
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Summarization - Clustering 

Unsupervised learning 
Several implementation algorithms 

Customizable – number of clusters 
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ECBT - Smart Grid 
6435 participants 

1 sensor 
1 year 
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Which are the trade-offs between 
privacy & accuracy in analytics? 
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An ecosystem of summarization algorithms! 
 

http://www.nervousnet.ethz.ch/hackathon/ 

Improve performance further 

Robust to inference 
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https://github.com/epournaras/Nervousnet-Hackathon-Challenge 

Tutorials, code utilities and more info 
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Questions? 
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Evangelos Pournaras, Jovan Nikolic, Pablo Velasquez, Marcello Trovati, Nik Bessis and Dirk Helbing, Self-regulatory 
Information Sharing in Participatory Social Sensing, The European Physical Journal Data Science, 5:14, 2016 
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www.evangelospournaras.com 

epournaras@ethz.ch 
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The Trade-offs of Information Sharing 
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Diversity 
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Entropy 
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an epoch. The information reveal within the raw data and the summarized data can be
measured with the entropy of Shannon’s information theory []:

H(Di,e) = –
ki,e∑

j=
pi,e,j log pi,e,j, ()

where the input data Di,e = (di,e,t)T
t= can be either the raw data such that Di,e ≡ Ri,e, or the

summarized data such that Di,e ≡ Si,e. The probability pi,e,j is measured as follows:

pi,e,j = 
T

T∑

t=
nt , nt =

⎧
⎨

⎩
 if ci,e,j = di,e,t ,
 if ci,e,j ≠ di,e,t ,

()

where nt is the number of occurrences of ci,e,j in the data Di,e. Finally, diversity is another
notion of information reveal that measures the rate of changes in sensor values occurring
within an epoch. It is measured as follows:

βi,e = 
T – 

T–∑

t=
mt , mt =

⎧
⎨

⎩
 if di,e,t = di,e,t+,
 if di,e,t ≠ di,e,t+,

()

where mt counts whether a change occurs between two consecutive time periods di,e,t and
di,e,t+. The information loss between raw data and summarized data can be measured with
the relative approximation error as follows:

ϵi,e,t = |ri,e,t – si,e,t|
|ri,e,t|

()

The data aggregators perform analytics using the summarization data instead of the
raw data. This paper studies aggregation functions as a common analytics operation, e.g.,
summation, average etc. An aggregation function provides collective information about
the individual measurements performed by citizens. The main challenge for data aggre-
gators is if the aggregation functions can be accurately computed using the summarization
data instead of the raw data. The error of an aggregation function, such as the summation,
is computed as follows:

εe,t = |∑n
i= ri,e,t – ∑n

i= si,e,t|
|∑n

i= ri,e,t|
, ()

where n is the number of participating citizens. To distinguish the two errors, the ϵi,e,t
computed by each agent i is referred to as local error, in contrast to the global error εe,t
computed by data aggregators. Given that the two metrics are relative, the global error
can be compared to the average local error among the citizens. The latter is measured as
follows:

ϵe,t = 
n

n∑

i=
ϵi,e,t ()

Data aggregators incentivize citizens to share data as follows. Assume that data aggre-
gators have a budget γe at epoch e that can use to incentivize and reward citizens to share
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gators have a budget γe at epoch e that can use to incentivize and reward citizens to share

Global error 
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Table 1 An overview of the mathematical symbols

Symbol Interpretation

i An agent index
e An epoch index
t A time index within an epoch
T Epoch duration
Ri,e Sequence of raw data
ri,e,t A record of raw data
Si,e Sequence of summarized data
si,e,t A record of summarized data
fs() Summarization function
j An index for a possible summarization value
ci,e,j A possible summarization value
ki,e The number of possible summarization values
l Number of epochs
αi,e Summarization metric
Di,e Sequence of raw or summarization data
H(Di,e) Entropy
pi,e,j Probability of a possible value occurring in an epoch
nt Occurrence or not of possible value at time t
βi,e Diversity
mt Change or not between two consecutive time periods t and t + 1
ϵi,e,t Local error
εi,et Global error
n Number of participating citizens
ϵe,t Average local error among citizens
γe Total rewards that data aggregators are willing to provide
Pr() Probability density function for rewards
z Number of discrete participation levels
Ps() Probability density function for summarization
γi,e Rewards provided to agent i

Figure 2 Periodic data summarization at two different granularity levels.

The length of the epoch determines the data that the citizen protects. For example,
a daily summarization protects the privacy of data within each day but not across days.
The latter would require weekly or monthly summarization in the context of this work.
The summarization αi,e of an agent i at an epoch e can be measured as follows:

αi,e =  – ki,e
T , ()

where ki,e is the number of possible discrete values used to summarize the raw data di-
vided by the total number of measurements that can be observed within the duration of
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